
Online Safety Computer Ethics

Computer Networks

Python Programming

Using a virtual Micro:Bit get actively involved 
in writing software for computers and building 

new things.

Study the way in which computers pose 
moral dilemmas.

Solving problems with 
simple python program 

code

Year

8

Data Storage using Access

Analysing progress

Consolidate your learning with a chosen 
project to display your skills

Reading Observing Speaking and Listening Writing

Micro:Bit Writing Virtual Programs

Network Security
Study threats to computer 

networks and how they can be 
avoided

Advice and explanations about 
staying safe online

Study computer network 

components to see how networks 

communicate

Advice and explanations 
about staying safe online

End of rotation assessment

Computing has placed culture within easy reach of wider social groups. Devices are not dangerous 
for literature

“People can be dangerous for literature. People, for example, who do not read”
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Spreadsheet Project
Use Spreadsheet software to solve a 

problem



Computer Science
Emerging Developing Proficient Confident Skillful and Accomplishd

SYSTEMS

Understand that computer 

systems work step-by-step 

and can only do what we 

tell them.

Be able to explain why we 

must be accurate when 

working with computers. 

Search information 

effectively.

Understand how data, such 

as numbers, sound and 

images are physically stored 

on a computer system and 

used across a network

Understand how instructions 

are run inside a computer.

Understand how instructions can be 

written efficiently and be able to 

describe efficiency of your 

programs. 

DEVELOPMENT

Be able to create a 

sequence of instructions 

and improve it if 

necessary.

Write sequences of 

instructions and data in a 

way that a computer will 

understand.

Be able to plan, create, test 

and reflect on a solution to a 

problem that a computer 

could solve.

Be able to develop solutions 

for problems that are 

described to you by someone 

else.

Be able to test the different 

modules of your programs as you 

are developing them, reflect on the 

results and then improve them.

PROGRAMMING

Be able to plan a sequence 

of instructions for 

something that you want 

to happen.

Use selection and repetition 

correctly in your programs.

Correctly use variables, lists 

and simple procedures in 

your programs.

Correctly use procedures and 

functions with parameters in 

your programs.

Be able to write programs in a text-

based program language like python 

and be able to create your own data 

structures. 

MODELLING

Be able to read a sequence 

of instructions and predict 

what the result will be.

Be able to trace instructions 

using variables, selection and 

repetition and predict what 

the result will be.

Be able to recognise 

similarities between simple 

problems and the ways in 

which they can be solved. 

Produce results using graphs.

Be able to take solutions to 

one problem and adapt them 

for similar problems.

Be able to create a simple model for 

a complex problem.

ANALYSIS
Be able to describe the 

goals of a given problem.

Understand what is meant by 

a computational problem.

Be able to take a problem 

and divide it into its main 

sub-problems.

Be able to take a problem 

and divide it into all its sub-

problems and show this as a 

diagram.

Be able to define an outline of a 

solution in terms of functions and 

global values. 
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Modelling

A database is a collection of data stored in an 

organised and logical manner.

A spreadsheet is a file made of rows and columns that help 

sort data, arrange data easily, and calculate numerical data. 

A record is all of the information in a database 

which relates specifically to one person or thing.

A row is a series of data banks laid out horizontally. A column 

is a vertical series of cells.

A field is a piece of information stored in a 

database. 

A cell is the intersection between a row and a column on a 

spreadsheet that starts with cell A1

Queries are used to search a database. They 

will return all of the relevant records which 

match the criteria.

A formula is an expression telling the computer what 

mathematical operation to perform upon a specific value.

There are many different data types.  For 

example, date, time, and Integer (whole 

number).

A function is a group of instructions, also known as a named 

procedure,

A criteria is a set of rules or conditions that must be 
met. Often used in searched.

To format is to change the appearance of a document, including the 
fonts, colours, size and rotation. 

Mail merge is a method of creating lots of 
documents customised with data from a database, 
e.g. one letter sent to multiple people. The address 
of each person is read from and stored in a 
database. 

Ascending means starting at the bottom and going up, for example, 
0, 1, 2, 3… or A, B, C, D...

Axis labels are the labels for a graph’s horizontal or vertical axis that 
explains what the value relates to.

Every table in a database needs a primary key. A 
primary key uniquely identifies each record in the 
table

The term data refers to values, typically letters or numbers.

AutoSum is a function that adds together a range of cells and displays 
the total in the cell below the selected range.

A visual representation is a picture, image or graph designed to show 
information

At the bottom of the spreadsheet you can see several tabs. These are 
the worksheets that you have available. 

Pie charts are used to 
explain how a total is broken 
down and are particularly 
good for illustrating 
fractions. 

Bar charts are used to 
compare results for a set of 
different conditions. 

Line charts are used to 
display trends over time. 

An active cell is a 
rectangular box that 
highlights the cell in a 
spreadsheet. It helps 
identify what cell is being 
worked with and where data 
will be entered. 

The formula bar shows the 
contents of the current cell 
and allows you to create and 
view formulas.
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Acceptable use policy is a policy that a user must agree to follow in order to be provided access to a network 

or to the internet.

Code of conduct is ideal behaviour on the internet, enforced by businesses or associations.

Copyright infringement is a violation of the rights secured by a copyright.

Acceptable Use Policy a document that governs the use of the computers and networks owned by the 

institution. It outlines what types of uses are acceptable and which are prohibited.

A piece of writing (or work) that has been copied from someone else and presented as being your own work, is 

plagiarism.

Analysis

Success Criteria are 

clearly defined and 

detailed. Discussion of 

approaches is present 

and justified.

Design

The intended approach 

is both discussed and 

fully justified, with 

appropriate diagrams.

Development

The solution is 

completed, evidenced 

and choices were 

justified.

Testing

A test plan has been 

fully completed, with all 

requirements tested.

Evaluate and 

conclude

Unresolved issues and 

their resolutions are 

fully justified, there is 

evidence of testing.

Critique

To look at something 

carefully to find things 

that could be 

improved.

Judge
To form an opinion 

about something.

Hacker Computer user who enjoys tinkering with computers or who intentionally accesses 

computer systems without permission to do so.

Piracy The illegal copying and distribution of software.

Social networking Refers to using the web to communicate and share information.

Equalize To make it equal, make the same, no difference between different places.

Distance education Studying from far away.

Digital divide Digital divide is the gulf between those who have ready access to computers and the 
Internet, and those who do not.

Equal opportunities All people being (legally) entitled to 
equal opportunities in relation to 
employment and provision of goods, 
facilities and services.

5 main areas of the 

digital divide?

*Social *Culture *Approach
*Geographical *Economic.
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Bandwidth measures the amount of data that can transfer 
through a communications channel over a given period of time.

Client-server is a form of computer networking where the data or 
web application is hosted on a server and accessed by client 
computers.

Data refers to units of information. In computing there can be 
different data types, including integers, characters and Boolean. 
Data is often acted on by instructions.

Files that are encrypted have been altered using a secret code and 
are unreadable to unauthorised parties.

Ethernet is a set of protocols used in a wired local area network 
that describes how data is transmitted within it.

Hardware refers to the physical parts of a computer system, eg a 
graphics card, hard disk drive or CD drive.

IP stands for Internet Protocol - A set of rules for communicating 
over the internet. IP can also stand for intellectual property.

IP Address is a unique address for each computer device on a 
network.

Network is a group of interconnected computers/devices.

Network Interface Card is a circuit board that is installed in a 
computer so it can be connected to a network.

A node is any device connected to a network.

Protocol is a set of rules for how messages are turned into data 
packets and sent across networks.

Topology refers to the structure, or arrangement, of a 
network.

Mesh topology is a
network where each node 
is directly connected to all 
other nodes.

Star topology is a network 
where each node is 
connected to a central 
switch.

A Local Area Network 
(LAN) covers a small area 
such as one site or 
building, eg a school or a 
college.

A Wide Area Network 
(WAN) covers a large 
geographical area. Most 
WANs are made from 
several LANs connected 
together.

A firewall is an application that prevents 
unauthorised connections to and from the 
Internet.

Router

A device for connecting 
computers and other 
network capable devices 
together to form a 
network.

Server

A computer that holds 
data to be shared with 
other computers. Servers 
require server software.

Standard
An agreed way of doing 

things.

Switch

A device for connecting 
computers and other network 
capable devices together to 
form a network.

Transmissions
The sending of data from point 
A to point B

Wi-Fi
A method of connecting to the 
internet wirelessly using radio 
waves.

Wireless Access 
Point (WAP)

A device that connects 
computers to a network using 
Wi-Fi

Internet
A global network containing 
millions of computers.

Hacking
Gaining unauthorised access to 
a computer 
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Variable A value that can change during a program

Microbit A small computer provided by BBC to encourage 
a new generation of computer programmers

Bluetooth A wireless communication method for 
exchanging data between devices when they are 
nearby

Repetition Repeating a process

Accelerometer Measures the speed at which an object is moving

Processor The brains of the computer

Micro USB 
connector

For plugging in the lead from the computer

Relational 
Operators

When = > < are used to find out if variable meets 
a condition you have set

Loop A way of repeating a process in a program

Event Handler A subprogram that only begins when an event 
occurs, e.g. Button is pressed

Random Not known beforehand, unpredictable

Algorithm Step by step process to complete a task 

Boolean A data type with only two values: yes/no; 
true/false; on/off

Anti-virus 
Software

Software that attempts to block malicious programs/code/software (called 
viruses or malware) from harming your computer.

Chatroom A location online that allows multiple users to communicate electronically with 
each other in real time, as opposed to delayed time as with e-mail

Cyberbullies/cy
berbullying

Willful and repeated harm inflicted through the medium of electronic text, 
typically through e-mails or on websites  (e.g., blogs, social networking sites).

Cybercrime Any internet-related illegal activity 

Cybersecurity Any technique, software, etc, used to protect computers and prevent online 
crime 

Electronic 
Footprint

computers maintain a record of all website visits and e-mail messages, leaving a 
trail of the user’s activity in cyberspace. These data can still exist even after the 
browser history has been cleared and e-mail messages have been deleted.

Grooming Refers to the techniques sexual predators use to get to know and seduce their 
victims in preparation for sexual abuse.

Identity Theft In this crime, someone obtains the vital information (e.g. credit card, social 
security number, bank account numbers) of another person, usually to steal 
money. E-mail scams, spyware, and viruses are among the most typical methods 
for stealing someone’s identity.

Malware stands for malicious software or code, which includes any harmful code—trojans, 
worms, spyware, adware, etc.—that is designed to damage the computer or 
collect information.

Phishing A type of online fraud, where someone tries to trick the victim into revealing 
sensitive details, such as a username, password, or credit card details by 
masquerading as a trustworthy entity in electronic communication.
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Model Answers

Create an algorithm that will demonstrate the button action to turn up the light in a room. 

PROFICIENT:

Able to create a flowchart to represent an algorithm but without 

validation.

EBI: The problem this algorithm presented was clear.

YES / NO notation belongs on the flow lines rather than in a box 

representing a terminator.

Flows move from NO or YES with no notation to explain the next 

steps in the process.

NO

NO Press 

button A

NO
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Model Answers
Write and explain a simple program using sensors.  Offer suggestions for 

improvement, where possible.

CONFIDENT:

Program written is shown with explanation. Ideas for improvement given.
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